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1. ARP®& (tp_user)

CREATE TABLE "tp_user (
“id” int(11) NOT NULL AUTO_INCREMENT COMMENT ' FID',
“username varchar(50) NOT NULL COMMENT 'BBF &',
“password " varchar(255) NOT NULL COMMENT 'Z8g (RRF&IN%E) ',
“nickname” varchar(50) DEFAULT NULL COMMENT 'BE#F',
“status” tinyint(1) DEFAULT 1 COMMENT "R%&: 1IE®, 02H,
“create_time " int(11) DEFAULT NULL COMMENT '8/ Atia]",
“update_time” int(11) DEFAULT NULL COMMENT 'S&E#rhga]’,
PRIMARY KEY ("id"),
UNIQUE KEY “username” (" username’)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COMMENT='"FBAF$';

2. AR (tp_role)

CREATE TABLE "tp_role™ (
“id” int(11) NOT NULL AUTO_INCREMENT COMMENT 'S €ID',
“name’ varchar(50) NOT NULL COMMENT '&&&FF',
“description” varchar(255) DEFAULT NULL COMMENT 'S & iiR",



“status” tinyint(1) DEFAULT 1 COMMENT "IR%&: 1IE®, 02H,
“create_time” int(11) DEFAULT NULL COMMENT '/ hia]",
“update_time " int(11) DEFAULT NULL COMMENT 'S&E#rBY(a]’,
PRIMARY KEY ("id "),
UNIQUE KEY "name” (" name’)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COMMENT="@a&3k";

3. WPRE (tp_permission)

CREATE TABLE " tp_permission” (
“id” int(11) NOT NULL AUTO_INCREMENT COMMENT "#ZRID',
“nhame" varchar(50) NOT NULL COMMENT '#ZBE&FF',
“path” varchar(100) NOT NULL COMMENT "#XBE4xi2 (20: admin/user/index) ',
“parent_id” int(11) DEFAULT 0 COMMENT 'R ZRANFRID',
“type" tinyint(1) DEFAULT 1 COMMENT '#£8!: 13288, 23950,
“status® tinyint(1) DEFAULT 1 COMMENT "R%: 1IE%, 02/,
“create_time” int(11) DEFAULT NULL COMMENT '@llZERta]",
“update_time " int(11) DEFAULT NULL COMMENT 'S&E#rBYa)’,
PRIMARY KEY ("id "),
UNIQUE KEY "path” (" path’)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COMMENT="tY[EZ";

4. AR - fAaXEtR (tp_user_role)

CREATE TABLE "tp_user_role” (
“id” int(11) NOT NULL AUTO_INCREMENT COMMENT 'ID',
‘user_id" int(11) NOT NULL COMMENT 'B8/ID!,
“role_id" int(11) NOT NULL COMMENT '&8ID',
PRIMARY KEY (*id"),
UNIQUE KEY "user_role” (" user_id", role_id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COMMENT='"FA~-B & XEX&K";

5. At - RXELFR (tp_role_permission)

CREATE TABLE "tp_role_permission " (
“id” int(11) NOT NULL AUTO_INCREMENT COMMENT 'ID',



“role_id" int(11) NOT NULL COMMENT 'S&8€ID',
" permission_id " int(11) NOT NULL COMMENT '#XRID',
PRIMARY KEY (*id"),
UNIQUE KEY "role_permission” (" role_id"," permission_id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COMMENT='fA & - EXExZ&K";
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1. %3% ThinkPHP8

composer create-project topthink/think tp8-auth

2. Ee B #ERE

BER . envX !

APP_DEBUG = true
[DATABASE ]

TYPE = mysql
HOSTNAME 127.0.0.1
DATABASE = tp8_auth
USERNAME root
PASSWORD root
HOSTPORT = 3306
CHARSET = utf8mb4
PREFIX = tp_

3. BIERE!

DRCIRAF. At WNRRE:

app/model/User.php

<?php

namespace app\model,

use think\Model;

use think\model\concern\SoftDelete;
class User extends Model



{
/| XEXE &
public function roles()
{
return Sthis->belongsToMany(Role::class, 'user_role', 'role_id', 'user_id");
}
}

app/model/Role.php

<?php

namespace app\model;

use think\Model;

class Role extends Model

{
/] REXAX R
public function permissions()
{

return Sthis->belongsToMany(Permission::class, 'role_permission', 'permission_id', 'role_
id');
}
}

app/model/Permission.php

<?php
namespace app\model;
use think\Model,;
class Permission extends Model
{
/| REXF &
public function roles()
{
return Sthis->belongsToMany(Role::class, 'role_permission’, 'role_id', '‘permission_id');
}
}

4. I Auth SEIEZLE



B Auth AR353E, FHEMNIRIIUESA:

app/service/Auth.php

<?php
namespace app\service;
use app\model\User;
class Auth
{
/] BRIERAR
protected Suser;
/] Fiatk
public function __construct(Suserld)
{
Sthis->user = User:find(Suserld);
}
/| eERRREEIEENR
public function check(Spath)
{
if (ISthis->user) return false;
/| SRENBFFERE
Sroles = Sthis->user->roles;
if (empty(Sroles)) return false;
[/ IREXA BFRBIE
Spermissions = [];
foreach (Sroles as Srole) {
Sperms = Srole->permissions()->column('path');
Spermissions = array_merge(Spermissions, Sperms);
}
/| ENBRREEFE
return in_array(Spath, Spermissions);
}
// 3REX A P FR B R
public function getPermissions()
{
if (ISthis->user) return [J;
Sroles = Sthis->user->roles;
Spermissions = [];
foreach (Sroles as Srole) {
Sperms = Srole->permissions()->select()->toArray();
Spermissions = array_merge(Spermissions, Sperms);



}
return Spermissions;
}
}

5. SEBIAN PR [l
QIRTIE, EEERHARIERR:

app/middleware/AuthCheck.php

<?php

namespace app\middleware;

use app\service\Auth;

use think\exception\HttpResponseException;
use think\Response;

class AuthCheck

{

public function handle(Srequest, \Closure Snext)
{
/| FREREEIERAFID (Ri&MsessionIkER)
Suserld = session('user_id");
if (1Suserld) {
throw new HttpResponseException(Response::create(['code’ => 401, 'msg' => 'KRER'],
'json’));
}
/] FRENHBIERIINPRARIR (IR /=128 /75 7%)
Spath = strtolower(Srequest->module() . '/' . Srequest->controller() . '/' . Srequest->action(
));
WEANZY
Sauth = new Auth(Suserld);
if (ISauth->check(Spath)) {
throw new HttpResponseException(Response::create(['code’ => 403, 'msg' => 'R A
[a]'], ‘json’));
}
return Snext(Srequest);
}
}



6. JEM R ElfF

&2 app/middleware.php, EMIRAE]E:

return [
/] EFHial
//\app\middleware\AuthCheck::class,
// B&ER AR a4
'‘auth' => \app\middleware\AuthCheck::class,
5

7. RAHOCE
1T AR E AR R ARl fE

route/app.php

<?php

use think\facade\Route;

/] TTENPRRVES

Route::post('login’, 'Login/index');

/] EEN RS

Route:group(‘admin’, function () {
Route::get('user/index', 'Admin/User/index');
Route::get('role/index', 'Admin/Role/index');
Route::get('permission/index', 'Admin/Permission/index’);

}H->middleware(‘'auth');

8. ERINEeSLI
SIEERITHI2S, WIEAFHIER session:
app/controller/Login.php

<?php

namespace app\controller;

use app\model\User;
use think\Controller;



use think\facade\Session;
class Login extends Controller
{
public function index()
{
Susername = Sthis->request->post('username’);
Spassword = $this->request->post('password');
/] EHRBF
Suser = User::where('username', Susername)->find();
if (ISuser || !password_verify(Spassword, Suser->password)) {
return json(['code' => 0, 'msg' => 'F P B HEBEIR']);
}
//1I2RFFIDEsession
Session::set('user_id', Suser->id);
return json(['code' => 1, 'msg' => '&EFRHI1'");

. " RIhEE

1. EEERK

RIER P RshSE R
/] TEFEHIZS P IREVA PR HZE R E
Sauth = new Auth(session('user_id"));

Spermissions = Sauth->getPermissions();
Sthis->assign('menus', Spermissions);

2. ABSNIREE
I EIEIIRE, RRAEE, Fn:
/] BB RAR

Srole = Role::find(1);
Srole->permissions()->attach([1, 2, 3]); // D ECAPRIDAL. 2. IR



/| BUE R BAR

Srole->permissions()->detach([1]);

3. AF At

/| B FR DA
Suser = User:find(1);
Suser->roles()->attach([1]); // DECAEIDANINAE
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